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ZMERE Software Security Framework

- PA-DSS FI&#HD v3.2 iMEETS 2022/10/28 2E£>TTATSLBHNKET
+ HHD PA-DSS BRERBOZMF 2021/6/30 T
BiFD PA-DSS BE7 ST —3avId 2022/10/28 £TRBELALCKRV T, TOTSLKETET
[FZEEERFEN TR
2022/10/28 LIEIZ. £TH PA-DSS BETZ TUT—2avh I BEOEAFHDHRH SN IDR
TYIRERD FRDEANRDSNRLED)

« PA-DSS DEBMEELUTERESINZDON PCI Software Security Framework (SSF)
« SSFORETOATSALIXVINIIT7 RITDIBE. ELUBBREBDREEDVWINERABINTLDS
PA-DSSO# T ETIL. SSFEPA-DSSOFEITHAE &85
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« PCI Secure Software Standard : Z2EWRIZY T+TIT7, PA-DSSDIEZEDEME,
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« PCI Secure Software Lifecycle (Secure SLC) Standard:s3EWRIFFHARAN VS BEIF{ER.
s WINEREZZ(TDE.PCISSC D Web 1M IiBEINS
%2020/11/1085: T Secure SLC BEZZIFTARIIN—D,  SSSREEZIFT=V TN ITIPIERVWKLDTY,
Objective-based Approach

- B (Requirements)h5 1 b0O—J)VEE(Control Objectives)A

- There is no “one size fits all” method to software security.
(ZTICHRTEDAEDY Thoz7F 1 T4 FEF W)
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Secure Software Standard v1.1

\

Request for Comments:
Secure Software Standard Update: Draft Terminal

Software Module

- Secure Software Standard OF7z8EI 1—ILERD Terminal Software Module @ RFC H
2020/5/1-6/22 [ZE/BINZ

. REBHALTEMET DR BVINIITERRETDIEI 1)

« ZODEYV1-INZEEL Secure Software Standard v1.1 M2020FFHRICV—XFE

XNDAD'H DT, AFICDWTIEHE L TETEEA
KFLRTID) P2PE DRXAY 2 (P2PE PFUT—230%RMRETIHRXAALD) % SSF ICHET 2ERNE ?

HFr:PCI SSC 27047 Request for Comments: Secure Software Standard Update: Draft Terminal Software Module
(https://blog.pcisecuritystandards.org/request-for-comments-secure-software- standard update-draft-terminal- software module)
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Secure Software Standard, Secure SLC Standard ORETOTSLZEH=XE
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« MEDHR . SHREEEE
- LIR—bZAATOER

EICSSSDZE:
c BENRERDVYTRTIT
- N\=23=27J

Program Guide

Payment Card Industry (PCI)

Software Security Framework
Secure Software Standard

Version 1.0
June 2019

Program Guide

Payment Card Industry (PCI)

Software Security Framework
Secure Software Life Cycle (Secure
SLC) Standard

Version 1.0
June 2018

A :https://www.pcisecuritystandards.org/document library (Filter by: © SOFTWARE SECURITY %:#iR)
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Figure 3: Updates to Secure SLC Qualified Vendor Listings
Vendor initiates
change to Listing
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72/ (FXEIFEI2-I)

- EFa1)T BE
- JhO—-ILEE

-3 bO-IVBER/TANEH/ AT X

Secure Software, Core Requirements

The attack surface of the software is minimized. Confidentiality and integrity of|all software critical assets are protected, and all
unnecessary features and functionality are removed or disabled.

Guidance

1.1 All sensitive data stored,
processed, or transmitted by the
software is identified.

1.1.a The assessor shall examine vendor evidence to confirm that
it details all sensitive data that is stored, processed, and/or
transmitted by the software. At a minimum, this shall include all
payment data, authentication credentials, cryptographic keys and
related data (such as I'Vs and seed data for random number
generators), as well as system configuration data (such as registry
entries, platform environment variables, prompts for plaintext data
in software allowing for the entry of PIN data, or configuration
scripts).

Software security controls are designed and
implemented to protect the confidentiality or integrity
of critical assets. To make sure these controls are
effective and appropriate, the software vendor should
identify all sensitive data the software collects, stores,
processes, or transmits, as well as all sensitive
functions and resources it either provides or uses.

XSecure SLC IZEBEHEY 1—ILHARVDTEF 1) T BENBB DR LAIIZBZM, ZNLIEL Secure Software Standard &Rk
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Software Security Framework D&
- Secure Software Standard/Secure SLC Standard OZDDEEZECBEETOV SLTHERIND
- Secure Software Standard: VIRJI7ZREXNERETSD PA-DSS OEZEDEMESEE
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